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Zero Trust Security: Cyber Threat Protection

Prevent Compromise Prevent Lateral Movement

Block threats before Apps invisible to User & App In-line Inspection Decoys detect
they reach you the internet Segmentation & Web Isolation sophisticated threats
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Protects users, servers, Can’t attack what Connects users to Full In-line inspection of private App Attackers attempting to move
apps, loT, OT systems you can’t see apps, not networks traffic, Remote Browser Isolation laterally are detected & contained

ZIA ZPA ZPA + ZWS ZPA Deception

What sets Zscaler Cyber Threat Protection apart?

Zero Passthrough Connections Zero Attack surface Zero Lateral Movement
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The Problem

Sophisticated Advanced attacks are Security analysts chase
attackers are stealthy human-operated ghosts and burn out
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) ) Monitoring team faces
DATA * Use active reconn / discovery * Event fatigue

BREACH * Clone normal behavior * Data paralysis

* Make real-time judgements * Missed alerts
91% of attacks don’t even 68% of attacks are not 45% of alerts are false
generate a security alert.  source:manpiant  malware-based. SOURCE: CROWDSTRKE ~ POSitives. SOURCE: ESG

Current approach puts the burden on the defenders who are stretched thin
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https://assets.ctfassets.net/6pk8mg3yh2ee/2ROnWrnlNeMekgOgvb4Jm0/004ef415e2bbd4c1f5939cdd676518e7/ESG-Research-Insights-Paper-Fastly-Web-App-and-API-Protection-July-2021_English_FINAL.pdf
https://www.fireeye.com/current-threats/annual-threat-report/security-effectiveness-report.html
https://www.crowdstrike.com/resources/reports/threat-hunting-report-2021/

Use Cases
Where is Deception being used

DETECT ACTIVE
DIRECTORY ATTACKS

DETECT TARGETED DETECT LATERAL
PRE-BREACH RECON MOVEMENT

DETECT SCADA/
ICS ATTACKS

DETECT HUMAN- DETECT SUPPLY
OPERATED RANSOMWARE CHAIN ATTACKS

What are experts saying

[€ETER01=38 On Deception MITRE ' Engage

“Prioritize alert_s frorr_1 the de?cept_ion_ “Security leaders looking to build or expand Launched Framework for planning adversary
platforms as high-priority, high-fidelity  their threat detection function should include engagement, deception and denial activities in
alerts that need immediate attention.” deception tools in their stack.” order to help execute strategies and technologies

&> zscaler
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Changing the game

Deception disrupts advanced attacks

TARGET

Traditional ; : Deception
Defenses s ; Defenses

Attackers know your strategy. Predictable Decoys and traps make your environment
defenses are easily bypassed unpredictable, disrupt attacker playbooks




The anatomy of an advanced attack

How and why ransomware succeeds
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Runs AD recon
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techniques to remain undetected

.
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Exploits perimeter infra Distributes ransomware
Compromises an exposed e Uses infrastructure to push
perimeter application ransomware org-wide

Steals credentials

° Disables endpoint protection to
access legitimate user creds

a Runs recon @

Scopes environment to find
vulnerable applications Moves laterally
Mimics user behaviour and uses
legit credentials to evade SIEM
analytics and network monitoring
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The anatomy of an adversary engagement

Multiple opportunities to disrupt ransomware with deception technology
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AD Reconnaissance
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Perimeter decoys detect

exposed application
ﬁ ﬁ compromise Credential Theft

° Endpoint decoys detect

6 6 use of stolen credentials
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Ransomware execution

Endpoint decoys detect
ransomware execution
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Ransomware distribution

° Network decoys detect attempts
to distribute ransomware

o=

Lateral Movement

Network decoys detect
lateral movement
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The solution

Zscaler Deception

Configure and Deploy
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Detect threats
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Active Directory Risk

Zscaler Deception

« 9

Investgate

S

Orenestrate

B i SR

@

Setings

0

Identity Posture - Active Directory

6 users and 2 computers assessed on choicecorp.net

Risk Score Focus Areas
1 user accounts don't require Kerberos pre-authentication leaving them
rAE el L Vulnerable to AS-REP Roasting attacks

1 user accounts have the SPN atiributa configured leaving them
vulerable to Kerberoasting attacks
DOMAIN RISK

SovryCtis

1 O 0 5 user accounts have never-expiring passwords exposing them to
prolonged access in the event of a compromise

2 an

Your first tisk score has
Review ths dashboard and analyze the report to learn whats contributing
o the isk and what you can o to improve your score.

[— )

6 user account passwords are older than the recommended time

Severity Risk Analysis

Result for| chaiceco

Top 10 Users & Computers

NAME

Femando

Administrator

WIN2012R208

FILESRVWISS

heiah

thor

Type

User

User

Computer

Computer

User

User

User

User

RISK

Vulnerable to AS-REP roasting + 4

Passwords dor't expire + 2.

Obolate Operating System

Obsolete Operating System

Passwords don'texpire + 2

Passwords dor't expire + 2.

Passwords don'texpire + 1

Passwords don'texpire + 1

What s the impact?

Accounts without Kerberos PreAuth are vulnerable to a Kerberos attack that allows the extraction of password hashes from the Kerberos ticket. These hashes can then be cracked offline.

The success of the cracking exercise is dependent on the strength of the password

The problem compounds when this attribute is set on accounts that are members of privileged groups. If the password has not been changed in a long time, it increases the likelihood that

the password may be compromised.

Who is affected?
Name Critical Group Membership
Q

Fernando CN=Domain Admins CN=Users DC=choicecorp,DC=net

(CN=Fernando,CN=Users,DC=choicecorp DC=net)

Choicecorprhel
(CN=Choicecorprhel CN=Users,DC=choicecorp,DC=net)

Total:2 Page 1 of 1

Password Last Set

3rd February, 2023

3rd February, 2023

Identity Posture - Active Directory

Issues by Severity

Al

Critical  High  Medium  Low

[ Type Of Risk Severity
1 user accounts don't require Kerberos pre- Vulnerable to AS-REP roasting
authentication leaving them vulnerable to

AS-REP Roasting attacks

Kerberos Abuse cites

MITRE ATT&CK TACTICS
Credential Access

1 user accounts have the SPN attribute
configured leaving them vuinerable to
Kerberoasting attacks

Whatis the issue?

5 user accounts have never-expiring
passwords exposing them to prolonged
access in the event of a compromise

2 computers are running an obsolete version
of Windows OS leaving them vulnerable to
exploitation

6 user account passwords are older than the
recommended time period making them
Vulnerable to password guessing attacks

LAPS is not installed in the domain making
password reuse possible. This makes it easier
for adversaries to comoromise the domain

s the impact?

Remediation
ey

The inital phase of Kerberos authentication is pre-authentication, which is designed to avoid password-guessing attacks.
Accounts with the *Kerberos PreAuthentication Not Required" attribute can ignore this phase making it vulnerable to AS-REP Roasting attack.

MITRE ATT&CK ID

Remediation

1. REMOVE THE "DO NOT REQUIRE KERBEROS PREAUTHENTICATION" FLAG FROM USER ACCOUNTS (EAS¥

Accounts that do not use Kerberos Preauthentication are vulnerable to ASREPReasting. This setting puts the credentials of these accounts at risk and should be revoked.

> 0:00/0:32

How to fix?

1. Open Active Directory Users and Computers

2. Select the user, right-click and open Praperties

3. Open the Account tab

4. In the Account Optiens panel, uncheck the Do not require Kerberos preauthentication checkmark and click 0K

Commands
Set-ADAccountControl -Identity "<UserNanes” -DoesNotRequirePreAuth $False
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Why Zscaler Deception

Benefits of integrated Deception and Adversary Engagement

+167% +50%

Average increase in ‘Opportunity to Detect’ Average increase visibility for targeted
advanced attacks like ransomware threats not found in threat intel feeds

+90% 98%

Average improvement in ability to detect an Average lesser alert volume than
advanced threat in the early stages of an attack traditional detection controls
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Deployment Architecture

SaaS hosted platform and decoys

1. CENTRAL MGMT CONSOLE

Y

Policy & Orchestration Platform
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browser lures, breadcrumbs, FesleeeT N ) Decoys in ey

i i i Network Apps
fake passwords / cookies, Active Directory

and decoy files

B

Decoy
E%g Decoy  databases

servers

3. ENDPOINT DECEPTION ©
Leverage endpoints to
detect and lure attackers to

2. DECOY CONNECTOR

VM to project decoys into

Directory

SIEM/ SOAR

©2020 Zscaler, Inc. All rights reserved. ZSCALER CONFIDENTIAL INFORMATION Securing your digital transformation ""aw’c’
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Use cases - Native containment

3. Blocks access to all legitimate Apps
over ZPA for that user

EMPLOYEES
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................................................ ORACLE"

B8 Exchange Legitimate Apps

accessible over

PeopleSoft
ZPA

ORACLE’

1. Adversary routed to decoy cloud
using breadcrumbs / lures

@8 Exchange

PeopleSoft Decoy Cloud

2. Decoy Cloud sends
request Zero Trust Access
Policy to block access



Operationalize your MITRE ENGAGE Framework

Zscaler Deception provides coverage for 99% capabilities for strategic deception and denial activities

PREPARE EXPOSE AFFECT ELICIT JNDERSTAND

Collection Detection

Planning

Define Exit

Prevention Directlon Disruption Reassurance Motivation Analysis

Hardware
Manipulation

Coverage V1A On-boarding
Training and services

Out-of-the-box Solution
. Capabilities

Uisa case not covanad
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Thank you!
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